Workforce Solutions

for North Central PA

Disaster Recovery Plan

. PURPOSE:

To provide Disaster Recovery Plan as required by the Workforce Innovation and Opportunity Act (WIOA) to
ensure protection of all WIOA and other electronic information.

Il. REFERENCES:

e Workforce Innovation and Opportunity Action (WIOA) — Public Law 113-128, as amended

e 20 CFR Part 683 — Administrative provisions under WIOA

e 2 CF Part 200 — Uniform Administrative Requirements, Cost Principles, and Audit Requirements for
Federal Awards (“Uniform Guidance”) — includes requirements for record retention, internal controls
and data safeguards.

e 29 CFR Part 38 — WIOA Nondiscrimination and Equal Opportunity Regulations (protection of
personally identifiable information).

lll. BACKGROUND:

All Workforce Solutions data resides on a secure server located at Workforce Solutions. All data is backed up
nightly to a secure storage facility located at Advanced Computer Solutions (ACS), 32 South Saint Marys Street,
Suite 1, St. Marys, PA, the site of the Workforce Solutions contracted IT Support provider. ACS, in turn, utilizes
cloud service technology to archive and store data long-term. All storage devices are located in secure areas
accessed by passcode only. All major systems use third party software purchased through industry recognized
vendors. In the event of a catastrophic event these vendors will provide the software for Workforce Solutions
to reload all files necessary to continue operation. Below are the processes that are used by Workforce
Solutions to conduct business for all their entities and the backup strategy.

IV. DEFINITIONS:
Disaster Recovery Plan (DRP) - A documented process and set of procedures that enable Workforce
Solutions to restore critical systems, data, and operations following a disruptive incident such as a

natural disaster, cyberattack, or system failure.

Backup - The process of creating copies of data and storing them securely so that they can be restored
in the event of data loss, corruption, or system failure.



Cloud Storage - A service provided by third-party vendors, such as Advanced Computer Solutions (ACS),
for storing data offsite on remote servers accessible via the internet for redundancy and long-term
security.

Catastrophic Event - An unforeseen and severe incident (e.g., fire, flood, cyberattack, hardware failure,
or other disaster) that significantly disrupts Workforce Solutions’ ability to operate normally.

Secure Server - A dedicated computer system hosted by Workforce Solutions or its IT vendor (ACS) that
stores organizational data in a controlled environment with access restricted by password or passcode.

Subcontractor Disaster Recovery Plan - A documented plan maintained by each subcontractor working
with Workforce Solutions, approved by the Board, outlining their own strategies to safeguard and

recover data and systems in case of disruption.

Vendor - An external provider of technology, software, or services (e.g., AccuFund, Inc. or ACS) that
supports Workforce Solutions’ payroll, accounting, IT, or cloud services necessary for recovery.

V. POLICY:

Payroll / Human Resources — Vendor — AccuFund, Inc.

All files are backed up in real time to a secure local storage device as well as AccuFund, Inc. The local storage
device is backed up nightly to the secure server located at ACS.

Accounting - Vendor — AccuFund, Inc.

All files are backed up in real time to a secure local storage device and AccuFund, Inc., and then nightly to the
server located at ACS.

All pertinent Workforce Solutions staff and department files are backed up onto a secure local storage device,
and then nightly to the server located at ACS.

All public access computers located in the PA CareerLink® centers and under the purview of Workforce
Solutions is secured using third party software purchased through industry recognized vendors. All public
access computers are reset nightly, any information inadvertently left behind is deleted, and therefore no
back-ups are performed.

It is the expectation of Workforce Solutions that all subcontractors will have a disaster recovery plan that is
approved by the board.

VI. POLICY EXCEPTIONS:

Any discrepancies arising between Workforce Solutions policy and or procedures with federal and state
provisions due to current or future revisions will default to the current minimum federal and state
regulations and guidance available. Workforce Solutions policy and or procedures may set forth stricter



requirements than provided by federal and state guidance, but in no case will local policy and or
procedures not meet minimum federal and state policy.

VII. RESCISSIONS:

None

VIII. EXPIRATION:

Ongoing

IX. INQUIRIES:

Questions should be directed to:

Pam Streich, Executive Director at pstreich@ncwdb.org or 814-245-1845

X. POLICY HISTORY:

This policy is reviewed annually (at a minimum), typically during the first week of July, by Workforce Solutions’
staff to assess and implement any necessary changes, edits, updates and revisions.

Name of Staff Reviewer | Date of Review Description of Change(s) Effective Date
Pam Streich July 1, 2025 Updated formatting, added definitions July 1, 2025
section, policy history and Steven’s
Amendment
Pam Streich July 1, 2019 New Policy July 1, 2019

Auxiliary aids and services are available upon request to individuals with disabilities.
Equal Opportunity Employer/Program
For more information on the Stevens Amendment and Funding, visit
https://www.workforcesolutionspa.com/categories/resources/pages/stevens-amendment
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